3GPP TSG-SA WG3 Meeting #95 
S3-191790
Reno (US), 6-10 May 2019















revision of S3-191488
Source:
Lenovo, Motorola Mobility
Title:
Mitigation against the authentication relay attack with different PLMNs
Document for:
Approval

Agenda Item:
8.9
1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

[1]
3GPP TR 33.809 V0.3.0 Study on 5G Security Enhancement against False Base Stations (Release 16)
3
Rationale

Solution #5 of [1] is describing the scenario where the victim UE and the malicious UE reside in the same PLMN, but they could be also in completely different PLMNs. Since the serving network name is part of the key derivation, the NAS keys would differ in the victim UE and in the AMF serving the malicious UE. The NAS SMC would fail, but neither UE nor the AMF know why. This solution tries to capture indications within the three potentially involved networks of the victim UE, the malicious UE and the HPLMN of the victim UE. 
4
Detailed proposal

It is proposed to add the following solution into TR 33.809:
Begin of Changes

6.x
Solution #X: Mitigation against the authentication relay attack with different PLMNs
6.x.1
Introduction

This solution addresses key issue #5: Mitigation against the authentication relay attack, assuming that the victim UE and malicious UE, as defined in key issue #5, are residing in different PLMNs.
6.x.2
Solution details 

If the victim UE and the malicious UE are located in different PLMNs, then it is not possible to setup a successful registration since the serving network name is part of the key derivation, thus the NAS keys would differ in the victim UE and in the AMF serving the malicious UE. The NAS SMC would fail, but neither UE nor the AMF know why. It is assumed here that the malicious basestation does not use the PLMN ID of the malicious UE, since the victim UE would not perform any PLMN reselection to the malicious basestation, but rather would camp on it if it is the same PLMN as the surrounding PLMN. This solution tries to capture indications within the three potentially involved networks of the victim UE, the malicious UE and the HPLMN of the victim UE.
Indications in the AMF: 

· The AMF receives a Service Request from a completely unknown UE with a wrong GUTI pointing to a different PLMN. The AMF also does not have the security context used by the UE and will reject the NAS message.

· The authentication with the victim UE is successful, but NAS SMC with the victim UE fails since the NAS keys in the AMF and in the victim UE are different. The victim UE may send a Security Mode Reject message with an indication that the integrity check failed of the NAS SMC from the AMF. The malicious basestation or UE may block the reject message since it can be send only in clear.

Indications in the UDM/AUSF: 
· The UDM detects that the victim UE suddenly “moves” to a different PLMN. The UDM may compare the time of last successful registration with the new authentication request from the PLMN the malicious UE is located and also may compare the distance. It may be easy for PLMNs in different continents but more difficult whith a high density of PLMNs and countries, e.g. in Europe. If the AMF would provide more fine granular location information than the serving network name, then the UDM may be able to perform a better estimation since the last serving cell ID is stored in the UDM with time stamp. 
· UDM may get suspicious if the authentication was successful but AMF reports failed NAS SMC. 

Indications in the (victim) UE:

· The UE assumes to be successfully registered to the network but receives a reject message to the Service Request.
· The UE performs successful authentication but then is not able to verify the integrity of the NAS SMC. 

· The UE may try to inform the AMF with a Security Mode Reject message, but since it is send in clear text, the malicious basestantion or UE could block it. 

· The victim UE shall perform cell reselection and start initial registration. The victim UE may internally mark the cell of the malicious basestation as an invalid cell so that it does not go back to it at a later time after performing cell-reselection.
Editor’s Note: It is FFS whether these indications will be standardized

Editor’s Note: It is FFS how this affects the general error handling
6.x.3
Evaluation

TBD
End of Changes

